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A METHOD FOR HIGH SPEED PACKET 



CLASSIFICATION 



BACKGROUND OF THE INVENTION 



Field of the Invention 

The invention relates generally to the classification and/or filtering of data pack- 
ets, and in particular, to the high speed filtering and/or classification of data packets. 

Background Information 

Various systems use access control lists (ACLs) to provide security, filtering and 
so forth. In the context of a networking system, besides security control, an ACL pro- 
vides for packet classification that could be used in a range of applications such as quality 
of service parameters, queuing classes or other actions. In fact, an ACL could be viewed 
as a set of rules, with each rule having an associated value, class or action. For instance, 
the ACL, once matched, may indicate to a router what type of action should be performed 
on the matched packet. In its simplest form, the action may be to allow the matched 
packet to proceed towards its destination (i.e., "permit"). Conversely, if there is no 
match, the action may be to drop the packet (i.e., "deny"). In a more sophisticated form, 
complex policies and filtering rules may be implemented in the ACL to determine the 
course of the data packet. 

There are instances where ACLs are sequential in nature, in which an incoming or 
an outgoing packet is sequentially compared against a list of rules. A system could have 
thousands of access rules and it is not uncommon to have hundreds of rules in an ACL. 
There are many instances in which the rules are quite complex, providing a capability of 
checking source and destination addresses, protocol selection (such as Transmission 
Control Protocol (TCP), User Datagram Protocol (UDP) and etc.), layer 4 (L4) port num- 
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bering and so forth.^tated differently, the more complex a rule becomes, the longer it 
takes for a processor to process that rule. Because a processor processes literally by 
comparing each rule sequentially with a packet until a match is found, the classification 
performance is highly dependent on the complexity of the rules and is processor inten- 
5 sive. Another problem is the non-determinism of the match in which the processing time 
is dependent on which rule the packet matches (i.e., the earlier the match is found, the 
shorter the processing time). 

One method of obtaining a faster access is to predetermine the frequency of ac- 
cess of the various rules and to place the most selected ones at the top of the list. How- 
10 ever, this method is highly dependent on the packet mix of the networking system and is 
not readily scalable. A delay in its worst scenario is when no rule matches, in which 
case, the processor performs a default rule. In a permit/deny action, the default rule is 
g usually a "final deny rule." Additionally, an implicit attribute of a sequentially searched 

access list is the rule that is matched is the "first matching rule" and is not necessarily the 



is "best matching rule" which may occur further down the list. 



SUMMARY OF THE INVENTION 



There is a need for matching a packet with an ACL in a manner that is faster than 
a sequential search, uses reasonable memory space, and may be performed with deter- 
minism (i.e., predictable interval) regardless of the size of the ACL or complexity of the 
p 20 access rules and provides for a choice of matching rules. 

The present invention comprises a technique for processing classification and/or 
security filtering rules using bitmaps as representations. In one example, a packet header 
involved in the packet classification is divided into sections (fields) such as 16 bit por- 
tions. Thereafter, a first-level data lookup table is built for each of the fields by iterating 
25 from 0 to a maximum value of the packet header field being processed. For each itera- 
tion, a bitmap is created representing which filter rules match this particular value. Each 
bit position of the bitmap represents a rule in the ACL. Each created bitmap is compared 
with the previously created bitmaps for this field, if any, to determine if there is a match- 
ing bitmap. If there is a match, the equivalence set index of the matching bitmap is as- 
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signed to the packeHieader field value currently being processed. An equivalent set is a 
set of unique values that represents unique bitmaps for a particular field. 

If there are no matching bitmaps, a new entry is created which has a new equiva- 
lence set index value and the created bitmap is assigned to it. Thus, the first level lookup 
tables are formed with the equivalence set indices and their corresponding bitmaps. 
Next, the first lookup tables are "cross-producted" to form intermediate lookup tables, if 
any. The cross-producting creates yet another equivalence set indices and related 
bitmaps. The intermediate lookup tables are further cross-producted until eventually a 
single table is left, which is the final lookup table. The final lookup table comprises the 
final bitmaps that provides for all theoretically possible combinations of outcomes given 
in any packet header values. Stated differently, for any possible outcome, there is a 
bitmap indicating which rules are matching. 

The bitmap can be used to selectively provide a desired result of the classification. 
For instance, a first matching rule is represented by the first bit set in the bitmap. The 
best matching rule is then determined by processing the bitmap and selecting the most 
appropriate rule; a complete set of matching rules is represented by the assertion of all 
bits in the bitmap. 

Other advantages and features will be apparent in the detailed description to fol- 
low. 



BRIEF DESCRIPTION OF THE DRAWINGS 

The invention description below refers to the accompanying drawings, of which: 
Fig. 1 depicts a conventional network in which an embodiment of the invention 
may be implemented; 

Fig. 2 shows an example of a network device with an embodiment of the inven- 
tion implemented; 

Fig. 3 shows a field as an interval in a one-dimensional scale along with rules ex- 
pressed as a subset of the interval; 
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Fig. 4 showOiow a second field can be added to the onedimensional scale in Fig. 
3 to form a two-dimensional scale; 

Fig. 5 shows an exemplary flow diagram that depicts the creation of data lookup 
tables for data packets; 

Fig. 6 depicts the splitting of the data network packet headers into portions to 
form data lookup tables; 

Fig. 7 shows an exemplary flow diagram that depicts the creation of the first data 
lookup tables; 

Fig. 8 shows an exemplary flow diagram that depicts the creation of bitmaps for a 
packet header field value; 

Fig. 9 illustrates two data lookup tables being merged via cross-producting; 

Fig. 10 shows an exemplary flow diagram that depicts the creation of the subse- 
quent levels of data lookup table; 

Fig.l 1 illustrates equivalence sets of lookup tables being cross-producted to form 
a new equivalence set for a next level table; and 

Figure 12 illustrates a lookup table hierarchy suitable for implementation in 



In accordance with the invention, representations of packet classification rules are 
created as bitmaps which are indexed by lookup tables for packet classifications. 

The invention may be implemented in a network 100, as shown in Figure 1. The 
network may include a network cloud 110 which may be a combination of transmission 
lines, backbones, switches, routers and repeaters, dependent on the extent of the network, 
and allows various devices connected to the network to communicate with each other. 
These various devices may include simple computers such as personal computers (PCs) 
and workstations 1 12, that transmit or receive data, or they may be sophisticated resource 



hardware. 
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servers 1 14 that store various resources. For instance, the Internet is a giant web that 
connects large numbers of these simple computers and resource servers together for the 
interchange of information. Information flows in packets wherein an attached header in- 
cludes source and destination addresses, among others, that inform the devices encoun- 
tered in the web as to how the packets are to be forwarded. 

For various reasons such as quality of service or security, access control lists 
(ACLs) may be used by various devices in the web, including the computers and the re- 
source servers themselves. Figure 2 illustrates a network device 200 such as a router 
with an ACL that is used for classification of receiving packets, for example. In particu- 
lar, the ACL is composed of a plurality of data lookup tables 240 constructed in accor- 
dance with the invention soon to be described. The router comprises a processing unit 
212 and a memory unit 214 coupled together by a bus 216. Further coupled to the bus 
may be a plurality of input/output (I/O) interfaces 218 that interact with other routers and 
devices within the network. In one example, an operating system (OS) 230 resides in the 
memory unit 214 along with the data lookup tables 240. Together, they facilitate in the 
classification of the receiving packets when executed by the processing unit 212. In one 
instance, the classification of the packets pertains to the type of quality of service a 
packet is to receive. 

The memory unit 214 in which the data lookup tables 240 reside may be a volatile 
memory such as a Dynamic Random Access Memory (DRAM). The data lookup tables 
240 may also reside in a non- volatile memory such as a Read Only Memory (ROM) or a 
Flash memory. Further, the data lookup tables may be stored in a storage medium such 
as a magnetic or an optical disk. Collectively, the mentioned memories, storage mediums 
and the like will be referred to as a processor executable medium. Additionally, the data 
lookup tables may be configured in hardware such as a content addressable memory 
(CAM) or an application specific integrated circuit (ASIC). 

An action of matching a packet against a database of rules (or rulesets) can be im- 
plemented as a memory lookup. For instance, if a packet header has a total of 1 14 bits 
(each Internet Protocol (IP) address: 32 bits, each layer 4 (L4) port number: 16 bits, 8 bit 
protocol, 8 bit type of service (TOS)/Precedence, flags: 2bits), the 1 14 bits could be used 
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as an entry to a memory bank such as a CAM to classify the incoming packets. While 
this guarantees that every incoming packet would be classified, the memory size involved 
would make the implementation impractical. 

An observation is made that the rules themselves need not treat the packet header 
as one single header, but instead, each packet header field could be treated separately. 
For example, each rule can separately specify values for IP source and destination ad- 
dresses, IP protocol and etc. Some fields may have implicit dependence, such as when 
L4 port numbers are specified, the IP protocol may need to be specified as either a 
Transmission Control Protocol (TCP) or a User Datagram Protocol (UDP). In instances 
where each rule makes no reference to a particular field, such as a 32 bit IP source ad- 
dress, an assumption can be made that all values of this field will match (i.e., a wildcard). 
A wildcard IP address can be simply treated as a value of zeros and a mask of zeros. 

One way of viewing a field is to consider it as an interval in a one-dimensional 
scale with values from 0 to 2 n where n is the number of bits in the field as shown in Fig- 
ure 3. Each rule to be considered can be expressed as a ruleset of the above interval, ei- 
ther as a point (a single value with a 255.255.255.255 mask), an interval (a value with a 
contiguous mask, e.g., 192.55.99.0/255.255.255.0) or as a set of intervals (such as a non- 
contiguous mask, e.g., 192.55.0.1/255.255.0.255). When a packet is to be matched 
against a ruleset, a point on the interval representing a packet value is used to create an 
intersecting line. A rule matches this packet value if the line intersects the interval of the 
rule. The first rule that the line intersects is the first matching rule. Thus, the process of 
determining which rules match is expressed in terms of determining which intervals (i.e., 
rules) belong to any particular point on the one-dimensional scale. 

Another observation is that in an access control list (ACL), each packet field is 
disjoint from the others (with certain exceptions). For example, the source IP address and 
the destination IP address can be specified separately and matched separately because 
they have no intrinsic relationship in the packet matching process. This property can be 
used to expand the above model of matching points in a set of intervals by considering 
other fields as separate dimensions. Figure 4 shows how a second field (e.g., IP destina- 
tion address) can be added to the existing IP source address dimension. Each rule has a 
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e IP source and destination addresses, andis represented as an in- 
terval. When plotted on a two-dimensional scale, intervals for each field which matches 
a rule sweep out an area that represents a portion of space where the rule matches both 
fields. For instance, rules that have a 255.255.255.255 mask in both fields are repre- 
sented by a point, and rules in which one field has a 255.255.255.255 mask appear as a 
line. Accordingly, the region that each rule covers indicates the area in which the packets 
can match. 

The process of expanding the dimensions of the ruleset space can further continue 
to accommodate other fields required in packet matching (e.g., IP source & destination, 
TOS and precedence, protocol, L4 source and destination port). Once a set of regions is 
discovered, the next step is to select the appropriate region from the matching set. Thus, 
matching a packet is a case of discovering in which regions a single point lies in an Tri- 
dimensional space given that the rulesets are defining the regions in each dimension, and 
the packet field values determine the location of the single point in that space. 

So far there are considerable references that describe this. For further reading, a 
paper of interest is Pankaj Gupta and Nick McKeown, "Packet Classification on Multiple 
Fields," Proc. Sigcomm, September 1999, Harvard University. However, the method de- 
scribed generally suffers from either a large memory requirement or from excessive proc- 
essing. In general, it is very difficult to create a viable algorithm that takes into consid- 
eration the complete possible combinations of the packet header fields. 

Another observation is made that the pattern of data in both the rules and the 
packets being matched are usually limited to a small subset of possible data range. For 
example, TCP port numbers have a range from 0 to 65535. However, in reality, only a 
small number of those port numbers are of any real interest. This allows for a large de- 
gree of compression to take place. 

As a comparison, the sequential searching of the ACL is analogous to matching 
the packet by moving through the different regions of the rulesets and checking whether 
the packet lies within all regions of the rule. This is in effect saying "given a set of re- 
gions representing the rule, check each one to see if this packet lies within the region." 
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In accordance with the invention, a more efficient approach would be to say 
"given a packet, determine the set of regions that this packet lies and then select the best 
(or first) matching rule. In other words, instead of matching the rules to the packet, the 
packet values are used to deterministically arrive at the matching rules. 

With this concept in mind, Figure 5 shows an exemplary procedure that allows 
for the creation of data tables for header values that match against a set of classification 
rules. Briefly, in block 502, the packet header involved in the packet classification is di- 
vided into sections (fields) such as 16 bit portions. Once, this is performed, a data lookup 
table is built for each of the packet header fields. In particular, a bitmap is created for 
each header field value to represent the matching filter rules. In block 504, the created 
data lookup tables, typically, one for each packet header field, is merged two at a time to 
form intermediate second level data lookup tables, if any. Thus, if there are 8 initial data 
lookup tables, they are merged two at a time to produce 4 second level data lookup tables. 
The second level data lookup tables are then merged two at a time to form intermediate 
third level lookup tables. The merging proceeds until one final data lookup table is 
formed. Note that the procedure is not limited to merging of two tables at a time, but the 
technique may be had to merge three or more tables at a time until a final table is formed. 
In block 506, the final table is formed and the classification results are assigned to the 
table. The results in the final data lookup table represent all the possible packets to be 
classified. Thus, each packet header entry has a bitmap representing the filtering rules 
that matches this entry. The bitmap can be used to selectively provide a desired result of 
the classification. For instance, a first matching rule is represented by the first bit set in 
the bitmap; the best matching rule is determined by processing the bitmap and selecting 
the most appropriate rule; and a complete set of rules that match is represented by the full 
bits set in the bitmap. 

The run time operation, on average, is faster than the sequential access list, and 
further, is deterministic (i.e. no matter how many entries there are in the ACL, the same 
number of processor cycles are consumed). The passages to follow will now describe in 
detail the mechanics of how the data tables are created. 
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As previously mentioned, the packet header can be split into fields and specified 
separately, such as IP source and destination addresses, protocol, L4 port numbers etc. 
This is shown in Figure 6. While there are many ways of splitting the packet header, it is 
desirable to split the header into consistent bit sizes. Preferably, the bit size is 1 6 bits, 
one reason being that the port numbers are 16 bits, and port numbers are dealt with dif- 
ferently to that of the IP addresses. Specifically, port numbers do not have a value/mask 
arrangement, but have numeric ranges; it is much more convenient to deal with them as a 
single value rather than splitting them up. 

In the example where each block is 16 bits, some smaller header fields are 
grouped together to form a 16 bit block and the TCP flags section only uses 2 bits. For 
protocols such as Internet Control Message Protocol (ICMP), the source port block can 
be reused as the ICMP type fields. Correspondingly, each rule in the ACL is split into 8 
blocks, with each block associated with a field block. 

Given a sample set of access lists below: 

access-list 101 deny tcp 192.100.1.0 255.255.255.0 eq smtp 
access-list 101 permit ip 192.100.1.0 255.255.255.0 
access-list 101 permit ip 192.101.1.0 255.255.255.0 
access-list 101 deny tcp any any eq 21 
access-list 101 deny udp any any eq 80 



Taking one of these blocks as an example, such as the first 16 bits of the IP source 
address, the access list entries often contain repeated or wildcard entries, thus the fol- 
lowing ruleset can be formed : 

Table 1 



Rule Number 


Value 


Mask 


1 


192.100 


255.255 


2 


192.100 


255.255 


3 


192.101 


255.255 


4 


0.0 


0.0 
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5 — 


0.0 


0.0 


\ 







The rule is processed by creating a data structure termed an "equivalence set." 
Basically, an equivalence set is a set of unique values that exist across all rules for a par- 
ticular field. For each entry in the equivalence set, an indication is kept of which rules 
this entry represents, the rationale being that a value may appear in more than one rule. 
For example, 192.100/255.255 value above appears in both rule 1 and rule 2. By using a 
bitmap, rules associated with each equivalence set may be tracked. Each equivalence set 
entry is assigned an identifying index. So for the example above, the following equiva- 
lence set is created as shown in table 2: 



Table 2 



Equivalence set 
Index 


Value/mask 


ACL entries 
(bitmap) 
1 2345 


0 


192.100/255.255 


11000 


1 


192.101/255.255 


00 100 


2 


0.0/0.0 


0001 1 



By comparing table 1 with table 2, a compression has taken place in that out of 
the 5 rules, within this field there are only 3 possible outcomes. Thus, after determining 
how many unique intervals (rules) there are in the scale from 0 to 2 16 -1, the preliminary 
equivalence set reduces the original rules down to a minimal data set. This concept is 
used to build first level lookup tables that map the 16 bit packet values to a smaller index 
value. 

As shown in Figure 7, in step 702, the first level lookup table is built by iterating 
from 0 to a maximum value of the packet header field being processed, which in this in- 
stance is 65536 possible values. The following steps occur for each iteration. In step 
704, a bitmap is created representing which filter rules match this particular packet 
header field value. Further representation of the filter rules by the bitmap will be de- 
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scribed with respect to Figure 8. In step 706, the created bitmap is compared with other 
previously created bitmaps for this field, if any, to determine if there is a matching 
bitmap. If a matching bitmap is found, in step 708, the equivalence set index of the 
matching bitmap is assigned to the packet header field value currently being processed. 
Otherwise, if there are no matching bitmaps, in step 710, a new entry is created which has 
a new equivalence set index value and has the created bitmap assigned to it, shown in 
step 712. In step 714, the packet field value is incremented and the process is repeated 
until the last iteration value has been reached. In step 716, the equivalence set index val- 
ues and their corresponding bitmaps are used to form the first level lookup table. 

Figure 8 represents a flow diagram that shows the creation of a bitmap for a 
packet header field value. In step 802, an empty bitmap is created in which the number 
of bits represent the number of filtering rules applicable to the packet header. In step 
804, for a particular field value, the filter rules are scanned from the first to the last to 
determine which rules match. In step 806, when a value matches the rule being tested, 
the bit that corresponds to that rule is set. Alternatively, if the value does not match the 
rule, then the bit remains clear to indicate that the rule does not match, shown in step 808. 
In steps 810-812, the next rule is tested against the packet header field value until all the 
rules have been scanned. In step 814, the completed bitmap now represents the filter 
rules that match the corresponding packet header field value. This process is repeated for 
each iterated field value. 

Note that for field values such as an IP address, the value is considered to 
match an entry if that packet header value is covered by that entry's value/mask. For port 
numbers, instead of value/mask, a numeric range is used. 

An example of the new equivalence set is shown below: 

Table 4 



First level lookup 
Table index values 


Equivalence set 
Index 


ACL entries 
(bitmap) 
12345 


0-48995 


0 


000 1 1 
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48996 (192.100) 


1 


110 11 


48997 (192.101) 


2 


0 0 111 


48998-65535 


0 


000 1 1 



For each possible value of the 16 bit field of the packet header being processed, 
there is an equivalence set index, and the equivalence set entry associated with this index 
contains a bitmap of which ACL rules match this value. Note that the size of the original 
equivalence set being scanned for matching entries is generally small, and the bitmap 
processing optimizes the creation of new entries. Hashing of the bitmap may be used in 
ACLs that have a large number of rules (and thus a long bitmap) or is too complex to be 
reduced to bitmaps as not to cause excessive processing. They may also be stored and 
addressed separately. Note further that the new equivalence set has no relationship to the 
original equivalence set. A variation of this process could directly scan the rules and set 
the bitmap bit accordingly, without the creation of a preliminary equivalence set. Which 
is more efficient depends entirely on the complexity and size of the rule set. 

An equivalence set is built for each of the 8 fields and results in 8 first level 
lookup tables, with all the entries in the lookup tables referring to the indices of the 8 
equivalence sets associated with each packet field. 

The next step combines these 8 separate equivalence sets through a technique 
known as "cross-producting" to a set of 4 intermediate lookup tables and equivalence 
sets. These are further reduced so that eventually only a single table is left, which is the 
final lookup table. 

The cross-producting operates by creating a yet another equivalence set, iterating 
through the two sets being combined and creating a cross-product of all the possible out- 
comes. 

Figure 9 shows a creation of a next level data lookup table by cross-producting 
two lookup data tables to be merged and is further described with respect to the flow dia- 
gram in Figure 10. In step 1002, a new data table (table Z) is created, the size of the ta- 
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ble being a product or the sizes of the two tables being merged. The index values are it- 
erated for one of the tables (table X) to be merged. In step 1004, for each iterated value 
of table X, the index values of the other table (table Y) are also iterated. In step 1006, for 
each iterated index value of table Y, an AND operation is performed on the bitmaps asso- 
ciated with the indices of table X and Table Y to form a new bitmap to be allocated to 
table Z. In step 1008, the newly created bitmap is compared with the previously created 
bitmaps, if any, allocated to table Z to determine if there is a match. If there is a match, 
then in step 1010, the created bitmap is assigned the equivalence set index value of the 
matched bitmap. Otherwise, in step 1012, a new equivalent set index value is assigned to 
the created bitmap. The bitmap is then allocated to Table Z. In steps 1014-1016, the 
process is repeated for the iterations of the index values of table Y constituting the inner 
loop and the iterations of the index values of table X constituting the outer loop. Once all 
the iterations are complete, in step 1018, the lookup data table Z represents the merged 
result of the two tables (table X and Table Y). Note that this is in effect finding the inter- 
section of the two entries, and the bits are set in the bitmap only when both contributing 
entries have the bits set. This discovers the set of ACL rules that match for the particular 
two values of the contributing equivalence set. 

In essence, what the crossproducting is doing is performing a intersection on the 
regions covered by the two equivalence sets, and creating a new equivalence set repre- 
senting all the possible outcomes of the combination of any values in the two packet 
fields. As an example, refer to Figure 11 to consider a packet with the IP source address 
of 1 92. 1 0 1 . 1 .20 which is used as input during runtime lookup. Using the two 1 6 bit 
blocks as indices into the two first level tables for each of these fields (i.e., upper 16 bits 
of IP source and lower 16 bits of IP source address), the upper 16 bits would return an 
equivalence set index of 2, and the lower 16 bit lookup would return a value of 1 . To use 
these results to look up the next level, the two results are used as index values into the 
next level's lookup table, obtaining a result of 2. The bitmap associated with this 
equivalence set entry shows that the rules matching this packet are rules 3, 4, and 5. 

As can be seen, though the theoretical maximum size of the new equivalence set 
is 6, the actual number of possible outcomes is lower (3 in this case) because at each level 
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there is commonality across the rules. If every rule was different from every other in 
every field, there is no compression, but the nature of the rules (describing real filters for 
real packets) usually allows high levels of compression to be achieved. 

This final equivalence set provides all the theoretical possible combinations of 
5 rules given any packet header values, and for any of these possible outcomes, there is a 
bitmap indicating which rules are matching. By doing a find-first-set on the bitmap, the 
first matching rule can be obtained. Because the bitmaps provide a list of all the rules 
that match a packet, it is possible to employ this in other ways, such as choosing the best 
match, or using the list as a set of signatures to check for in intrusion detection. The final 
10 lookup can also contain the ACL entry index or a pointer to the actual matching ACL en- 
try to avoid the overhead of searching for the first bit set. 

Once the first and intermediate data lookup tables are built, the bitmaps are no 
longer necessary and only the equivalence set indices are maintained. The first level 
lookup tables also include the field values that point to their respective indices. Note that 
15 full bitmaps need not be retained in the final lookup table, but the bitmaps can be cus- 
tomized according to the requirements of the classifying device. For instance, if the first 
matching rule is the only relevant classification, the bitmaps need not contain the full 
matching rule set but only the first matching rule. Thus, the bitmaps can be customized 
according to the classification rule. 

20 At packet classification time, a packet field value is sectioned into fields and en- 

tered into their respective first level lookup tables, which generate the corresponding 
equivalent indices for those fields. Those indices enter their corresponding intermediate 
second level tables, which generate equivalent second level indices that are entered into 
the next intermediate tables, if any. This repeats until the final lookup table is indexed, 

25 which generates the corresponding bitmap representing matching rules for the packet 
field value. Thus, if 8 fields are employed, a total of 1 5 lookups will return the matching 
ACL entry, regardless of the number of rules in the ACL if the classification is done in 
software and performed sequentially. It is straightforward, however, to build the lookup 
tables in hardware such as a Flash memory, a CAM or an ASIC. In this situation, the 8 

30 first level lookups can be done in parallel, and the results fed directly to the second level 
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lookups and etc. In other words, the various levels of the lookup tables are arranged in a 
hierarchy wherein the output of the lookup tables in one level are forwarded to the corre- 
sponding lookup tables in the next level and so forth as shown in Figure 12. Thus, a 
packet can be classified in a time of only 4 memory lookups expediting the classification 
process. 

Representing packet classification rules as bitmaps which are indexed by lookup 
tables for packet classifications has been described. It will however be apparent that 
other variations and modifications may be made to the described embodiments, with at- 
tainment of some or all of their advantages. Therefore, it is the object of the appended 
claims to cover all such variations and modifications within the true spirit and scope of 
the invention. 



What is claimed is: 
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